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Session Layer Dialog

Hello Hilda? I need a favor. Over.

Hi Enrique. What can I do for you? Over.

I need a copy of the last project. Over.

Sure. Over.
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Session-to- Transport Layer Communication

Session layer connection
Transport layer connection

One-to-one

One-to-many
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Synchronization Points

An activity made of only one dialog

Dialog
A A A
A | |
| |
| |

Major sync  Minor sync Minor sync Minor sync Major sync

An activity made of more than one dialog

Dialog

A A
I I
I I
I I

Major Minor Minor Major Minor Minor Major Minor Minor Major
SyNnC Sync Sync Sync Sync Sync Sync Sync Sync Sync
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SPDU

One or more parameter information fields, or
one or more parameter group information fields

SI — SPDU identifier

LI — Length indicator

PI — Parameter information

PGI — Parameter information
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Presentation Layer Functions

Presentation layer
functions
Translation Encryption/Decryption I Authentication I
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Direct and Indirect Methods of Translation

Receiver

Computer Computer
using ASCII using EBCDIC

I EBCDIC

a. Direct method
Receiver

Computer Computer
using ASCII using EBCDIC

Standard
format EBCDIC

b. Indirect method
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Concept of Encryption and Decryption

Ciphertext

Encryption
algorithm

Sender Receiver
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Encryption/Decryption Methods

Encryption/Decryption .

Conventional Public key
methods methods
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Monoalphabetic Substitution

Sender Receiver

Ke=3

‘ DEAR DEAR FRIEND - GHDU GHDU IULHQG
Plaintext Ke Ciphertext

Encryption Decryption
algorithm algorithm
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Polyalphabetic Substitution

Sender Receiver

Ke = position Kd = position

DEAR DEAR FRIEND EGDV JLIA QDVSCT | Subtract | DEAR DEAR FRIEND
Plaintext Ke Ciphertext Kd Plaintext

Encryption Decryption
Ig orﬁhm Ig orllzhm
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Transpositional Encryption

Decryption

9
O
S
H
R

Ciphertext P Plaintext o

Encryption Decryption Receiver
leorithm leorithm

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2001



Encoding/Decoding

2 X 4 Decoder 4 x 2 Encoder
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Permutation

KA

1 00 1 00 11 1 01 0 11 I 1001 00111
Output Output Output

a. Straight permutation b. Compressed permutation c. Expanded permutation
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Substitution

2 X 4 Decoder

4 x 2 Encoder
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Product

8-bit plaintext

Product

8-bit ciphertext
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Exclusive OR

01 10 01T1'1 8-bit plaintext

1 101 1001 |€— Key

1011 1110 8-bit ciphertext

O1 1 11T1F0 8-bit ciphertext

101 1001 <_Key

110 01T11 8-bit plaintext

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2001



Rotation

Before

After one rotation

After two rotations

After three rotations
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BIES

Key
(56 bits)

Subkey generator

Subkeys
(Each 48 bits)

i3

S|
.

Complex
Complex

I
b ———
o = ————

B

Sl
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Subkey Generation in DES

Compressed permutation
I3°bit subke
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From previous step

e of the 16

ps In DES

Exp. permutation

Subkey Kn

Comp. permutation

Permutation

X

To next step
McGraw-Hill ©The McGraw-Hill Companies, Inc., 2001



Public Key Encryption
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RSA

L1000

Plaintext
Encryption
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Customer

McGraw-Hill

Encryption algorithm
using public key

RSA Encryption and Decryption

Decryption algorithm
using secret key

1. Change the character in

the plaintext to a number

(for example, use 1-26
for A—7).

. Raise the number to the

power K, in this case 5.
Divide the result by 119 to
get the remainder (modulo
division). Send the number
as the ciphertext.

N

F—>6

1. Raise the ciphertext

(number) to the power K,
in this case 77. Divide
the result by 119 to

get the remainder (modulo
division).

. Change the number to the

appropriate character.

6= 41" mod 119

41 =6°mod 119

6 —>F
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Security of RSA

N

Easy _> 1. Calculate N=p X g

Easy e 2. Choose K, using Difficult =3 1. Find p and g using N

Snooper

(p=1)x (g=1) .
: Easy — 2. Choose K, using K
Easy me=gp 3. Choose K using K _ BT e
and (p—1) X (g=1) Al p=) o< (=1
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Signature Authentication

Saved in a file

Customer ,[ ]
| Encryption/Decryption |

Authentication
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Data Compression Methods

Data compression

[Lossless
methods

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2001



Run-Length Encoding

572644444444432133333333333333333331278000000000000000

a. Original data

5726#409321#3191278#015

The symbol 4 is The symbol 3 is The symbol 0 i1s
repeated 09 times. repeated 19 times. repeated 15 times.

b. Compressed data

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2001



Message storage (mailbox) MTA  Message transfer agent
Message transfer system UA User agent

IE

MTA
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Message Format in MHS

From address To: XXXXXXXX
To address From: yyyyyyy
Subject: Our network

= —

Header

From address Message

To address

Body

Envelope
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Virtual File Storage

il
e
RN

AT A

DR e
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|_ocal Access

Terminal
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Remote Access

Terminal Local host
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Virtual Terminal

Local host Remote host
NN

Operating | g Operating
system | system

Terminal

VT
software software

Structure Structure
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Client-Server Model
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DNS In the Internet

Inverse Generic Country
domain domains domains
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Root level

AN
com) (eaw) (gov) (in) (mit) (et (ore

Generic Domains

chal.atc.fhda.edu

Index to addresses
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——

anza.cup.ca.us

Index to addresses
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Root level Inverse Domain

121.45.34.132.in-addr.arpa

Index to names

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2001



_ocal Login

Application programs

Terminal
driver
A Operating

system
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Remote Login

TELNET TELNET o
client server Application programs

e

Operating Operating
system

Terminal
driver
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Concept of NVT

TELNET TELNET
client server

Pseudoterminal
driver

Local computer Remote computer
character set NVT character set character set E
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FTP

User
interface

Control
process

Data transfer Data transfer
process process

Data connection
Client
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SMTP Concept

OVl
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UAs and MTs

MTA
server
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Client

User A /H\
UIA
I

McGraw-Hill

Relay MTAS

Server

/H\ User B
UIA
I
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Mail Gateways

User A /!\

Client

network

Mail gatewa
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E-mail Address

e |@

Address of the The domain name

mailbox on the of the destination
local site
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The Entire E-mail System

Interface © © Interface

,/@1

Mailboxes Mailboxes

A Alias exp. Ahas EXP.le—>» @
Database / \ Database
Client Server Client
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Non-ASCII code Non-ASCII code

7-bit NVT ASCII 7-bit NVT ASCII

7-bit NVT ASCII
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POP3 and SMTP

Sending mail

Receiving mail

Client

Internet

Desktop Mail server ‘
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Figure 25-19

SNMP Concept

Agent variables
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Internet Management Components

Management
components

SNMP
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MIB

4B 136121

B T
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SNMP Messages

UDP
connections

GetRequest

GetResponse

GetNextRequest

SNMP GetResponse
manager

SetRequest

GetResponse

T
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This is
a request.

This 1s
a response.
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Message Categories

Messages
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Request Message

Request line

Headers

A blank line

Body
(present only in
some messages)

Request message
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Response Message

Headers

A blank line

Body
(present only in
some messages)

Response message
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URL

URL

Uniform resource locator

Method
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Distributed Services
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It is used to do
mathematical
and logical
calculation.

McGraw-Hill

Hypertext

Computers

A computer is a digital
electronic machine
made of a CPU, a control

It is part of a
computer that
controls the flow
of data.

Control unit

It is random
- access memory.

RAM

It is read-only
memory.

ROM
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Browser Architecture

Browser

Interpreters

Methods
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Categories of Web Documents
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Static Document

Web document

a. Request

Web document

McGraw-Hill

b. Response
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Boldface Tags

Beginning of The text to be End of
boldface boldfaced boldface

<B> This 1s the text that must be boldfaced.</B>
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Effect of Boldface Tags

<B> This is This is
N

the text to be the text to be
boldfaced. </B> boldfaced.
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Beginning and Ending Tags

< TagName Attribute = Value Attribute = Value

a. Beginning tag

< [TagName >

b. Ending tag
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Dyﬂ am |C (= — Request
Document Client

Client Document

c. Response
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